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1. Purpose for Policy 
IBD Benefits, Inc places a high value on the privacy of its clients (“Clients”) and the expectation that information 
regarding Clients remains confidential and is made available only to persons who have a legitimate right to know.  In 
addition ,IBD Benefits, Inc is contractually obligated to comply with the privacy provisions of the Health Insurance 
Portability and Accountability Act of 1996 (“HIPAA”).  IBD Benefits, Inc. recognizes that all employees and temporary 
workers (“Employees”), as well as outside contractors, have an ethical and legal obligation to keep certain information 
about Clients confidential and to protect and safeguard this information against tampering and unauthorized use or 
disclosure. 
 
2. Overview 
This privacy policy concerns protected health information (“PHI”).  PHI, as defined by federal law, means any 
individually identifiable health information of a Client, including, but not limited to: social security number, name, 
address, birth date, age, telephone number, subscriber number, policy number, e-mail address, fax number, medical 
records and genetic information. 

 
PHI is not confined to written materials, facsimiles, or hard copy, but also includes information derived from any 
source, including, but not limited to: E-mail, computer data, data stored on electronic media, disks, or personal digital 
assistants (PDA), verbal communications or recordings, and visual observation. 
 
3. Procedures 
The following section outlines the basic procedures necessary to comply with this policy. 
 

Disclosure of Information 
• An Employee may access, discuss, use, and disclose PHI only for IBD Benefits, Inc.  business as it relates 

to that employee’s specific job functions and/or responsibilities. 
• Employees may disclose PHI only to those who have a legitimate, IBD Benefits-related business need to 

know or who have prior written authorization.  PHI about a Client may only be shared for purposes of claims 
payment or healthcare operations.  

• PHI must never be the subject of casual conversation either inside or outside of the workplace.  PHI must 
not be discussed in lobbies, stairwells, elevators, restrooms, hallways, or any other public area where 
conversation could be easily overheard by visitors and Employees who do not have a need to know. 

• Only “Minimally Necessary” PHI may be disclosed.  “Minimally Necessary” means only that amount of PHI 
necessary to accomplish the intended purpose of the use or disclosure. 

 
Access to Information 
• PHI may only be accessed if related to specific job functions and responsibilities. 
• Casual reading of PHI is not permitted. 
• Employees with legitimate access to PHI will protect this information from casual or unauthorized access. 

 
Security of PHI 
• Employees may remove PHI from the facility only as it relates to specific job functions and/or 

responsibilities.  It is the responsibility of each Employee to protect and safeguard all such information. 
• Copies of PHI are to be destroyed after use by placing them in a covered recycling bin for destruction. 
• Employees are encouraged to review PHI in a secure area and are responsible for records that are checked 

out to them.  It is the responsibility of the Employee to protect and safeguard all records that are removed 
from the secure areas. 

 
Breach of Confidentiality 
• Any Employee who believes he/she has observed a breach of confidentiality is encouraged to address the 

person directly.  If this is not an option, your direct manager or the Chief Privacy Officer should be notified. 
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• Employees found to be in violation of this policy may be subject to disciplinary action, up to, and including 
termination and/or legal action.  PHI is protected by federal and state laws and regulations that define civil 
and criminal penalties for violations of confidentiality. 
 

 
Safeguarding PHI 
• In order to maintain confidentiality, any item containing PHI must be discarded according to the standards 

identified below: 
 
Item Examples Where/How Discarded 
 
 
 
Paper 
 

 
 
Medical records, applications, census files, or 
any other paper-based document containing 
PHI 
 

 
Original hardcopies should be placed in a 
sealed recycle bin for destruction.  Electronic 
copies stored in the IBD Benefits Document 
Management System will be password 
protected using encryption procedures. 
 

 
 
Electronic 
 

 
 
Disks, e-mails, files, etc. 
 

 
Disks should be destroyed or re-formatted.  E-
mails and electronic files should be purged 
from the system after use.  Employees 
needing assistance in disposing of electronic 
files should contact a member of our IT staff. 
 

 
• Employees must not leave any PHI on fax machines, printers, or copies. 
• Employees are to clean their workspace of PHI at the end of their work day. 
• Employees must exercise caution and discretion when leaving voicemail messages containing PHI. 
• Employees are to escort visitors through work areas. 
• Employees must exercise caution and discretion when E-mailing PHI internally within IBD Benefits, Inc. 
• Employees must use 128-bit encryption software when E-mailing PHI outside of IBD Benefits, Inc. 
• Employees must not store PHI on PDAs. 
• Employees must secure all hardcopy mail containing PHI. 
• Employee workstations will be programmed to auto-lock after 30 minutes of inactivity. 
• Employees should refrain from loading PHI on pooled laptops.  Information stored on laptops will be 

routinely purged. 
 
  
 
 
 
 

 



NOTICE OF PRIVACY PRACTICES 

***SUMMARY*** 

A federal law, known as the "HIPAA Privacy Rule," requires that we explain how we may use and release health 

information about you. This summary is to give you a basic understanding of what our Privacy Notice contains. For 

more information, you may read the full Notice that follows this summary. You may also contact our Privacy Official. 

HOW WE MAY USE AND DISCLOSE PROTECTED HEALTH INFORMATION ABOUT YOU 

We may use and disclose protected health information ("PHI") to you, to your personal representative, for payment, 

for certain business activities called "health care operations," and for the treatment purposes of health care providers. 

Subject to limitations and conditions that may apply, we may make these uses and disclosures without your consent 

or authorization. Under certain circumstances, we may disclose PHI to individuals involved in your care or payment 

for your care. 

Some examples of how we may also use and disclose PHI without your authorization include a disclosure: to report 

abuse, neglect, or domestic violence; to avert a serious threat to health or safety; for public health reasons; for health 

oversight activities; for lawsuits and other legal proceedings; for research; for specialized government functions 

such as military or national security purposes; and for workers' compensation. 

YOUR RIGHTS 

You have the following rights as described in our Notice: 

Right to ask us if we will agree to more restrictions on our use or disclosure of PHI about you; 

Right to receive confidential communications from us; 

Right to inspect and copy PHI about you; 

Right to ask us to amend PHI about you; and 

Right to request a report about certain types of disclosures (if any) of PHI about you. 

If you believe your privacy rights have been violated, you may file a complaint with us or with the Secretary of the 
United States Department of Health and Human Services. 

***End of Summary*** 
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NOTICE OF PRIVACY PRACTICES 

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND 

DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE REVIEW IT 



THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND 

DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE REVIEW IT 

CAREFULLY. 

Original Effective Date: April 14, 2004 

A federal regulation, known as the "HIP AA Privacy Rule," requires that health plans provide detailed notice in 

writing of their privacy practices. This Notice is being provided by [tag - name of hands-on Plans]. The plan(s) will 

be referred to as "the Plan." The Plan includes health care benefits, making it a health plan covered by the HIP AA 

Privacy Rule. Benefits other than health care are not covered by the Rule: long-term and short-term disability, 

accidental death and dismemberment, employee and dependent group term life, and group legal services benefits. 

I. OUR COMMITMENT TO PROTECTING HEALTH INFORMATION ABOUT YOU 

In this Notice, we describe the ways that we may use and disclose health information about health plan participants. 

The HIP AA Privacy Rule requiTes that we protect the privacy of health information about you that can be used to 

identify you. This information is called "protected health information" or "PHI." This Notice describes your rights 

as a health plan participant and our obligations regarding the use and disclosure of PHI under HIPAA. We are 

required by law to: 

Maintain the privacy of PHI about you; 
Give you this Notice of our legal duties and privacy practices with respect to PHI; and 

Comply with the terms of our Notice of Privacy Practices that is currently in effect. 

In some situations, federal and state laws may provide special protections for specific kinds of PHI and may require 

authorization from you before we can disclose that specially protected PHI. In some situations, these laws do not 

apply to plan administration activities by group health plans like the Plan. Examples of PHI that is sometimes 

specially protected include PHI involving mental health, HIV /AIDS, reproductive health, or chemical dependency. 

We may refuse to disclose the specially protected PHI or we may contact you for the necessary authorization. 

As permitted by the HIP AA Privacy Rule, we reserve the right to make changes to this Notice and to make such 

changes effective for all PHI we may already have about you. If and when this Notice is changed, we will provide 

you with the new Notice by mail within 60 days of the change. 

n. HOW WE MAY USE AND DISCLOSE PROTECTED HEALTH INFORMATION ABOUT YOU 

A. Uses and Disclosures to You, to Your Personal Representative, and for Treatment, Payment, and Health Care 

Operations 

Subject to the other laws that we discuss later in this Notice, the following categories describe the different ways we 

may use and disclose PHI to you, to your personal representative, and for treatment, payment, or health care 

operations without your authorization. The examples included in each category do not list every type of use or 

disclosure that may fall within that category. 

Disclosures to You: We may disclose to you PHI about you. We may use your personal information to contact you 

to provide appointment reminders or information about treatment alternatives or other health-related benefits and 

services that may be of interest to you. 

Disclosures to Your Personal Representative: We may make disclosures to your personal representative. Your 

personal representative is generally someone who has the authority under state law to act on your behalf in making 

decisions related to your health care. If you are deceased, your personal representative would bs.,the person who has 
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the authority under state law to act on your behalf or on behalf of your estate. 

Treatment: We may use and disclose PHI about you to assist your health care provider in coordinating or managing 

your health care and related services. For example, we may use or disclose PHI about you to describe and identify the 

health care providers who are a part of a health care network. 

Payment: We may use or disclose PHI to payor deny your claims, to collect your premiums, or for the payment 

activities of your health care providers or your other insurer(s). For example, we may use and disclose PHI to tell 



Payment: We may use or disclose PHI to payor deny your claims, to collect your premiums, or for the payment 

activities of your health care providers or your other insurer(s). For example, we may use and disclose PHI to tell 

you whether a particular type of healthcare service is covered under your policy. 

Health Care Operations: We may use and disclose PHI in performing business activities that are called health care 

operations. Health care operations include doing things that allow us to improve our operations. Health care 

operations also include things that we do to reduce costs. For example, we may use and disclose PHI about you in 

health care operations to do the following things: 

Review and improve the quality, efficiency and cost of our operations. 
Improve our methods of payment, coverage policies, or customer service. 
Set premiums or perform certain other activities related to the business of health insurance. 
Improve health care and lowering costs for groups of people who have similar health problems. 

Identify groups of people with similar health problems to give them information, for example, about treatment 

alternatives and educational classes. We may also use this information to help manage and coordinate the care 

for these groups of people. 
Provide training programs for non-health care professionals. 
Cooperate with various people who review our activities. For example, PHI may be seen by accountants, 

lawyers, and others who assist us in complying with the law and managing our business. 

Resolve any complaints that you have. 
Assist us in making plans for the Plan's future operations. 
Resolve grievances within our organization. 
Do business planning and development, such as cost-management analyses. 
Do business management and general administrative activities of the Plan, including management of our activities 

related to complying with the HIP AA Privacy Rule and other legal requirements. 

Create "de-identified" information that is not identifiable to any individual, and disclose PHI to a business associate 

for the purpose of creating de-identified information, regardless of whether we will use the deidentified 

information. 
Create a "limited data set" of information that does not contain information directly identifying a participant. 

Our ability to disclose this information to others under limited conditions is discussed later in this Notice. 

If a health care provider, company, or other health plan that is required to comply with the HIPAA Privacy Rule also 

has or once had a relationship with you, we may disclose PHI about you for certain health care operations of that 

health care provider or company. For example, we may use and disclose PHI to do the following things: review and 

improve the quality, efficiency and cost of services provided to you; provide training programs for non-health care 

professionals; cooperate with outside organizations that evaluate health plans; and assist with the licensing, 

certification or credentialing activities of that health care provider, company or other health plan. 

B. Other Uses and Disclosures We Can Make Without Your Written Authorization for Which You Have the 

Opportunity to Agree or Object 

We may use and disclose PHI about you in some situations if you do not object after you have been provided an 

opportunity to do so. However, when you are not present or when we cannot practicably provide you with the 

opportunity to agree or object because of your incapacity or because of an emergency circumstance, we may, in the 

exercise of professional judgment, determine whether the disclosure is in your best interests. 

Individuals Involved in Your Care or Payment for Your Care: If you do not object after an opportunity to do so, or if 

you are incapacitated or it is an emergency situation, we may disclose to your family member, close friend, or any 

other person identified by you, PHI about you that is directly relevant to that person's involvement in your .... ' 

111103 

Seven-13 
ibd Insurance Services, Inc. 

care or payment for your care. We may also disclose PHI to such persons if you are not present and we determine in 

our professional judgment that it is in your best interests to make the disclosure. We may also use and disclose PHI 

necessary to notify these persons of your location, general condition, or death. State laws will vary, but in many 

states a teenage minor must consent-to use or disclosure of PHI related to his or her mental health, chemical 

dependency, HIV/AIDS, or sexual health. Therefore, the Plan may require the child's authorization before releasing 

PHI to anyone, including his or her parents. 

Disaster Relief: We also may share PHI about you with disaster relief agencies (for example, the Red Cross) for 

disaster relief purposes. 



disaster relief purposes. 

C. Other Uses and Disclosures We Can Make Without Your Written Authorization or_Opportunity to Agree or 

Object 

We may use and disclose PHI about you in the following circumstances without your authorization or opportunity 

to agree or object, provided that we comply with certain conditions that may apply. 

Required By Law: We may use and disclose PHI as required by federal, state, or local law to the extent that the use or 

disclosure complies with the law and is limited to the requirements of the law. 

Incidental Disclosures: Disclosures that are incidental to permitted or required uses or disclosures under HIP AA are 

permissible, so long as we implement safeguards to avoid such disclosures, and we limit the PHI exposed through 

these incidental disclosures. 

Health Plan Sponsor: Under certain conditions, we may disclose PHI to the Plan Sponsor of the Plan. The Plan 

Sponsor has agreed to protect PHI and only use or disclose it for plan administration purposes and other purposes 

permitted by the Privacy Rule. 

Public Health Activities: We may use and disclose PHI to public health authorities or other authorized persons to 

carry out certain activities related to public health, including the following activities: 

To prevent or control disease, injury, or disability; 

To report disease, injury, birth, or death; 

To report child abuse or neglect; 

To report reactions to medications or problems with products or devices regulated by the federal Food 

and Drug Administration or other activities related to qualify, safety, or effectiveness of FDA-

regulated products or activities; 

To locate and notify persons of recalls of products they may be using; or 
To notify a person who may have been exposed to a communicable disease in order to control who 

may be at risk of contracting or spreading the disease. 

Abuse, Neglect, or Domestic Violence: We may disclose PHI in certain cases to proper government authorities if we 

reasonably believe that a participant has been a victim of domestic violence, abuse, or neglect. 

Health Oversight Activities: We may disclose PHI to a health oversight agency for oversight activities including, 

for example, audits, investigations, inspections, licensure and disciplinary activities, and other activities conducted 

by health oversight agencies to monitor the health care system, government health care programs, and compliance 

with certain laws. 

Lawsuits and Other Legal Proceedings: We may use or disclose PHI when required by a court or administrative 

tribunal order. We may also disclose PHI in response to subpoenas, discovery requests, or other required legal 

process when efforts have been made to advise you of the request or to obtain an order protecting the information 

requested. 

Law Enforcement: Under certain conditions, we may disclose PHI to law enforcement officials for the following 

purposes where the disclosure is: 
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About a suspected crime victim if, under certain limited circumstances, we are unable to obtain a 

person's agreement because of incapacity or emergency; 
To alert law enforcement of a death that we suspect was the result of criminal conduct; 

Required by law; 
In response to a court order, warrant, subpoena, summons, administrative agency request, or other 

authorized process; 
To identify or locate a suspect, fugitive, material witness, or missing person; 
About a crime or suspected crime committed at our office; or 

In response to a medical emergency not occurring at the office, if necessary to report a crime, including 

the nature of the crime, the location of the crime or the victim, and the identity of the person who 

committed the crime. 

To Avert a Serious Threat to Health or Safety: We may use and disclose PHI about you in limited circumstances 



committed the crime. 

To Avert a Serious Threat to Health or Safety: We may use and disclose PHI about you in limited circumstances 

when necessary to prevent a threat to the health or safety of a person or to the public. This disclosure can only be 

made to person who is able to help prevent the threat. 

Specialized Government Functions: Under certain conditions, we may disclose PHI: 

For certain military and veteran activities, including determination of eligibility for veterans 

benefits and where deemed necessary by military command authorities; 
For national security and intelligence activities; 
To help provide protective services for the President of the United States and others; 
For the health or safety of inmates and others at correctional institutions or other law enforcement 

custodial situations or for general safety and health related to correctional facilities. 

Workers' Compensation: We may disclose PHI as authorized by workers' compensation laws or other similar 
programs that provide benefits for work-related injuries or illness. 

Organized Health Care Arrangements: We may disclose PHI about you for the health care operations of organized 

health care arrangements in which the Plan may participate. Organized health care arrangements in which the Plan 

may participate include the organized health care arrangement between the Plan and any health insurance issuer or 

health maintenance organization (HMO) with respect to PHI created or received by the health insurance issuer or 

HMO that relates to individuals who are or who have been participants in the Plan. The Plan may also participate in 

organized health care arrangements with any other health plans that are maintained by the Plan Sponsor. The Plan 

may also participate in organized health care arrangements with any other health plans of the Plan Sponsor and 

health insurance issuers or HMOs with respect to those plans. 

Disclosures Required by HIP AA Privacy Rule: We are required to disclose PHI to, the Secretary of the United 

States Department of Health and Human Services when requested by the Secretary to review our compliance with the 

HIPAA Privacy Rule. We are also required in certain cases to disclose PHI to you, or someone who has the legal 

right to act for you, when you request access to PHI or request an accounting of certain disclosures of PHI about you 

(these requests are described in Section ill of this Notice). 

Limited Data Set Disclosures: We may use or disclose a limited data set (PHI that has certain identifying 

information removed) for the purposes of research, public health, or health care operations. This information may 

only be disclosed for research, public health, and health care operations purposes. The person receiving the 

information must sign an agreement to protect the information. 

Business Associates: We may share PHI with other parties called "business associates" who help us with providing 
services to you. Weare required to sign contracts with these business associates that require them to protect PHI. 

Coroners, Medical Examiners, Funeral Directors: We may disclose PHI to a coroner or medical examiner to identify a 

deceased person and determine the cause of death or to funeral directors, as authorized by law, so that they may carry 

out their jobs. 
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Organ and Tissue Donation: If you are an organ donor, we may use or disclose PHI to facilitate an organ, eye, or 

tissue donation and transplantation. 

Research: We may use and disclose PHI about you for research purposes under certain limited circumstances. 

D. Other Uses and Disclosures of Protected Health Information Require Your Authorization 

All other uses and disclosures of PHI about you will be made with your written authorization. If you have 

authorized us to use or disclose PHI about you, you may later revoke your authorization at any time, except to the 

extent we have taken action based on the authorization. 

III. YOUR RIGHTS REGARDING PROTECTED HEALTH INFORMATION ABOUT YOU 

Under the HIP AA Privacy Rule, you have the following rights regarding PHI about you. 

Right to Request Restrictions: You have the right to request additional restrictions on the PHI that we may use or 



Under the HIP AA Privacy Rule, you have the following rights regarding PHI about you. 

Right to Request Restrictions: You have the right to request additional restrictions on the PHI that we may use or 

disclose for treatment, payment and health care operations. You may also request additional restrictions on our 

disclosure of PHI to certain individuals involved in your care that otherwise are permitted by the Privacy Rule. We 

are not required to agree to your request. If we do agree to your request, we are required to comply with our 

agreement except in certain cases, including where the information is needed to treat you in the case of an 

emergency. 

To request restrictions, you must make your request in writing to our Privacy Official. In your request, please 

include (1) the information that you want to restrict; (2) how you want to restrict the information (for example, 

restricting use to this office, only restricting disclosure to persons outside this office, or restricting both); and (3) to 

whom you want those restrictions to apply. 

Right to Receive Confidential Communications: You have the right to request that you receive communications 

regarding PHI in a certain manner or at a certain location if you tell us that the disclosure of all or part of PHI that 

relates to you could endanger you. For example, you may request that we contact you at home, rather than at work. 

You must make your request in writing. You must specify how you would like to be contacted (for example, by 

regular mail to your post office box and not your home). We are required to accommodate only your reasonable 

requests. 

Right to Inspect and Copy: You have the right to request the opportunity to inspect and receive a copy of PHI about 

you in certain records that we maintain. This includes medical and billing records but does not include 

psychotherapy notes or information gathered or prepared for a civil, criminal, or administrative proceeding. We may 

deny your request to inspect and copy PHI only in limited circumstances. To inspect and copy PHI, please contact 

our Privacy Official. If you request a copy of PHI about you, we may charge you a reasonable fee for the copying, 

postage, labor and supplies used in meeting your request. 

Right to Amend: You have the right to request that we amend PHI about you as long as such information is kept by 

or for the Plan. To make this type of request, you must submit your request in writing to our Privacy Official. You 

must also give us a reason for your request. We may deny your request in certain cases, including if it is not in 

writing or if you do not give us a reason for the request. 

Right to Receive an Accounting of Disclosures: You have the right to request an "accounting" of certain disclosures 

that we have made of PHI about you. This is a list of disclosures made by us during a specified period of up to 6 

years, but these do not include disclosures made: for treatment, payment, and health care operations; to family 

members or friends involved in your care; to you directly; pursuant to an authorization of you or your personal 

representative; for certain notification purposes (including national security, intelligence, correctional, and law 

enforcement purposes); as incidental disclosures that occur as a result of otherwise permitted disclosures; as part of 

a limited data set of information that does not directly identify you; and disclosures made before April 14, 2003. 

If you wish to make such a request, please contact our Privacy Official identified on the last page of this Notice. The 

first list that you request in a 12-month period will be free, but we may charge you for o~..reasonable costs of 
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providing additional lists in the same 12-month period. We will tell you about these costs, and you may choose to 

cancel your request at any time before costs are incurred. 

Right to a Paper Copy of this Notice: You have a right to receive a paper copy of this Notice at any time. You are 

entitled to a paper copy of this Notice even if you have previously agreed to receive this Notice electronically. To 

obtain a paper copy of this Notice, please contact our Privacy Official listed in this Notice. 

IV. COMPLAINTS 

If you believe your privacy rights have been violated, you may file a complaint with us or the Secretary of the United 

States Depm1ment of Health and Human Services. To file a complaint with our office, please contact our Privacy 

Official at the mailing address, phone number or email address listed below. We will not retaliate or take action 

against you for filing a complaint. 

V. QUESTIONS 

If you have any questions about this Notice, please contact our Privacy Official at the mailing address, phone number 



V. QUESTIONS 

If you have any questions about this Notice, please contact our Privacy Official at the mailing address, phone number 

or email address listed below .. 

VI. PRIV ACY OFFICIAL CONTACT INFORMATION 

You may contact our Privacy Official at the following mailing ad~ress, phone number or email address: 
- --- - -- 

This Notice is effective on : 
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